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Countering Disinformation in Minority and Minoritized Language Communities:
From Bridging the Digital Language Divide to Context Specific Responses

1. Introduction: A dual Threat to Democracy and Diversity

The modern information ecosystem has become fertile ground for information disorders
that include both misinformation -misleading or incorrect information- and disinformation
-or the creation and dissemination of false or misleading information with the intent to
deceive or manipulate.! Both democratic governments and civil society have identified
disinformation as one of the primary challenges to contemporary governance as it
degrades the quality of our political discourse and systematically erodes the public trust
in institutions that underpin a functioning democracy.

The harms of disinformation on society are not distributed equally, with vulnerable groups
suffering a disproportionate burden?: peoples with pre-existing vulnerabilities and that
experience marginalization in the offline world, also suffer similar experiences online. The
members of minority groups, that due to their identity, gender or economic, demographic,
social or personal circumstances are at increased risk of being affected by disinformation.

Minority groups are often targets of sophisticated disinformation campaigns designed to
incite hatred against them, and to undermine their safety, access to rights and social
integration, putting them at risk of suffering both offline and online violence.?

The European External Action Service (EEAS) has identified coordinated disinformation
efforts against minorities, naming them Identity-Based Disinformation, or IBD, highlighting
that their goal is to generate conflict and destabilize countries by targeting vulnerable
communities and exacerbating already existing divisions,* turning online social media
platforms as spaces that propagate hostility towards them.®

'"Wardle, C., & Derakhshan, H. (2017). Information disorder: Toward an interdisciplinary framework for
research and policymaking. Council of Europe.

2See: Noble, S. U. (2018). Algorithms of oppression: How search engines reinforce racism. NYU Press;
Schneider, F. M., Zwillich, B., Bindl, L., Hopp, F. R., & Vorderer, P. (2017). Social media ostracism: The
effects of being excluded online. Computers in Human Behavior, 71, 365-375.
https://doi.org/10.1016/j.chb.2017.03.052 See also: Helsper, E. J. (2012). A corresponding fields model for
the links between social and digital exclusion. Communication Theory, 22(4), 403-426.
https://doi.org/10.1111/j.1468-2885.2012.01416.x

SBradshaw, S. (2024). Disinformation and identity-based violence. Stanley Center for Peace and Security.
https://stanleycenter.org/wp-content/uploads/2024/10/Disinformation-and-ldentity-Based-Violence-
Bradshaw.pdf

“European Union External Action. (2024). OSINT guidelines: How to detect and analyse identity-based
disinformation/FIMI: A practical guide to conduct open source investigations._ Available at:
https://www.eeas.europa.eu/sites/default/files/documents/2024/EEAS-DataTeam-OsintGuidelines-04-
Digital.pdf

SWardle, C., & Derakhshan, H. (2017). Information disorder: Toward an interdisciplinary framework for
research and policymaking. Council of Europe.
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While the EEAS OSINT report specifies that IBD targets groups based on their gender,
sexual orientation, race, or ethnicity,® this report seeks to explore how disinformation may
target members of these groups based on the language they speak, or how it may
otherwise weaponize minority or minoritized languages to spread disinformation online.

Amongst NATO members, all 31 have a language spoken by a majority of their members,
including some of the most widely spoken languages in the world, including Portuguese,
Spanish, English, and French, with these last two being the official languages of the
organization. However, there are also myriad other languages spoken in those countries.
Just to cite a few examples: in Spain, there is also Euskera, Catala or Galego; in France,
Occitan, Breton, Basque, Corsican, Alsatian and others; Turkey also has Caucasian,
Kurdish, Greek or Armenian; Denmark has Faroese or Greenlandic; Bulgaria has Romani
or Russian; Estonia also has a large population that speaks Russian; the UK has Gaelic,
Irish or Welsh. In countries with large communities of migrants, such as the United States,
the common language is English, with other native languages still spoken by some
minorities, but large communities of migrants speak other languages that, while not strictly
minority languages outside this country, become minority or minoritized languages in the
context of countries such as the United States. Examples include Spanish, Hindi or
Mandarin, among others.

Simultaneously, while the internet is often lauded as a great connector, it is marked by a
profound linguistic inequality. Of the over 7000 languages spoken in the world, a handful,
dominate the internet, creating a digital divide that leaves communities underrepresented,
vulnerable and disconnected from the global conversation.” Just 10 languages account
for the vast majority of online content, with English comprising nearly 50% of all websites
available.® This disparity is a matter of representation and it clearly presents a problem
of access to information for those that do not speak -or do not have enough proficiency
in- a majority language -increasing the digital divide- it can be a structural vulnerability
that malicious actors can and do exploit to spread disinformation.

Recognizing the critical intersection of these challenges, the UPF Barcelona School of
Management with the support of OTAN/NATO Public Diplomacy Grant convened a
conference on July 18, 2024, that gathered a group of government officials, cybersecurity
experts, journalists, academics and civil society leaders from across Europe and beyond.

SEuropean Union External Action. (2024). OSINT guidelines: How to detect and analyse identity-based
disinformation/FIMI: A practical guide to conduct open source investigations., p. 2. Available at:
https://www.eeas.europa.eu/sites/default/files/documents/2024/EEAS-DataTeam-OsintGuidelines-04-
Digital.pdf

"Charlton, E. (2018). Chart of the day: The internet has a language diversity problem. World Economic
Forum. https://www.weforum.org/stories/2018/12/chart-of-the-day-the-internet-has-a-language-diversity-
problem/

8Statista. (2024, January). Most common languages used on the internet as of January 2024, by share of
websites. https://www.statista.com/statistics/262946/most-common-languages-on-the-internet/



https://www.eeas.europa.eu/sites/default/files/documents/2024/EEAS-DataTeam-OsintGuidelines-04-Digital.pdf
https://www.eeas.europa.eu/sites/default/files/documents/2024/EEAS-DataTeam-OsintGuidelines-04-Digital.pdf
https://www.weforum.org/stories/2018/12/chart-of-the-day-the-internet-has-a-language-diversity-problem/
https://www.weforum.org/stories/2018/12/chart-of-the-day-the-internet-has-a-language-diversity-problem/
https://www.statista.com/statistics/262946/most-common-languages-on-the-internet/

The goal was to dissect the critical and deeply intertwined challenges of coordinated
disinformation campaigns and to establish connections with the systemic vulnerabilities
of people that speak a minority or minoritized language.

This report highlights that the threat of disinformation is persistent and sophisticated,
threatening democratic stability, international security and social cohesion, but it is also a
threat that disproportionately harms minority communities and that there is evidence that
coordinated disinformation campaigns strategically exploit the digital language divide
alongside pre-existing societal fissures, and historical grievances in countries around the
world. This report summarizes some of the contributions presented during the conference
but also collects the work of government officials, cybersecurity experts, journalists,
academics, civil society initiatives and other community-based initiatives that both
highlight the need to address the digital language divide and provide solutions to bridge
the gap in general, and to respond to disinformation and misinformation threats in
particular.

A summary collecting detailed case studies on Ukraine, Moldova, India and Spain
presented during the event and that offer evidence that at least some disinformation
campaigns are tailored to target linguistic and ethnic minorities and may seek to target
specific geopolitical objectives. They also show how being the speaker of a minority or
minoritized language puts people at a disadvantage when accessing reliable information
online and thus, also puts them at risk of being victims of both mis- and disinformation.

This work advocates that strategic, multi-stakeholder solutions are necessary for a robust
response that aligns itself with a “whole-of-society” approach that can build long-term
societal resilience and outlines the key pillars of such a response, but also argues that
the digital language divide that exists needs its own singular acknowledgment and its own
specific subset of responses to address the particular vulnerabilities associated with it,
which often correlates with people affected by Identity-Based Disinformation.



2. The Digital Language Divide: A Structural Vulnerability

Just as the internet is structurally unequal, the digital world is not a linguistically levelled
playing field; it is overwhelmingly dominated by a few global languages, leaving speakers
of minority and minoritized languages at a significant disadvantage generating a “digital
language divide."”

It is unquestionable that the language we speak shapes how we interact with the world
and can be a determinant for the capacity of accessing reliable information online. Just
10 languages account for the vast majority of online content, with English comprising
nearly 50% of all websites available,® while there are over 7000 languages spoken in the
world. A small handful of languages dominate the internet, creating a digital divide that
leaves communities underrepresented, vulnerable and disconnected from the global
conversation.!" Especially in Western Europe, a person is more likely to find digital
options in their first language if that language is the “official” language of the country. Even
if a website like Facebook is seen as one of the most inclusive, only 111 languages are
present, representing less than 2% of all spoken contemporary languages in the world.'?

The digital language divide partly determines how successful users are at obtaining
quality information on the internet'3, but its consequences extend beyond information
access. They may even threaten the survival of some languages. According to UNESCO,
at least 43% of the world’s languages are endangered', a figure that vastly
underestimates the threat of “digital language death” according to some researchers. A
language’s lack of digital presence -in search engines, social media or Al tools -
accelerates its loss of function and prestige, particularly among younger generations who
are increasingly engaged online.'> While technology offers powerful tools for
documentation and preservation, such as digital archives and Al-powered speech
recognition, these efforts may not be enough to capture the full cultural context embedded

%Bella, G., Helm, P., Koch, G., & Giunchiglia, F. (2023). Towards bridging the digital language divide. ArXiv.
https://arxiv.org/abs/2307.13405

OStatista. (2024, January). Most common languages used on the internet as of January 2024, by share of
websites. https://www.statista.com/statistics/262946/most-common-languages-on-the-internet/

""Charlton, E. (2018). Chart of the day: The internet has a language diversity problem. World Economic
Forum. https://www.weforum.org/stories/2018/12/chart-of-the-day-the-internet-has-a-language-diversity-
problem/

2Kupfer, M. (2022). The digital divide extends to language: What now? Medium.
https://pollicy.medium.com/the-digital-divide-extends-to-language-what-now-919da821389e

3Zoubi, K., Sharon, A. J., Nitzany, E., & Baram-Tsabari, A. (2022). Science, Madd4, and 'llm: The language
divide in scientific information available to Internet users. Public understanding of science (Bristol, England),
31(1), 2-18. https://doi.org/10.1177/09636625211022975

YUNESCO. (2003). Language vitality and endangerment. UNESCO Ad Hoc Expert Group on Endangered
Languages.

SKornai, A. (2013). Digital language death. PLOS ONE, 8(10), e77056.
https://doi.org/10.1371/journal.pone.0077056
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in oral traditions'® which may be at singular risk. Without active use and revitalization,
languages risk becoming mere remnants of the past, no longer alive in digital spaces;
digitally preserved but functionally extinct. Extinction is “always a matter of degree.”’

This linguistic imbalance is not an accidental phenomenon: it is deeply connected to
historical power structures that have carried over in the digital age and described by
scholars as “digital colonialism”'® and “linguistic imperialism.”"® Linguistic imperialism
refers to the imposition of a dominant language, for example English, that then helps
sustain the geopolitical power of certain nations.?® This dominance is both structural and
ideological, with more resources and infrastructure given to the dominant language and
with beliefs and attitudes that may stigmatize or marginalize others.?" In the digital realm,
this is evident in the fact that tech companies that originated in the United States are the
ones that have designed digital infrastructures that fit their own economic interests and
worldview, creating a societal dependency on their products, which results in the
marginalization of non-dominant languages.?? This is why it is said that, as a result, the
digital landscape more often than not reflects and reinforces colonial legacies, where
speakers of other languages have had to adapt to spaces that were not built with them in
mind.?3

Since linguistic minorities suffer from a particular form of information inequality, this makes
them particularly vulnerable to disinformation as they lack adequate resources to build up
media literacy, or tackle misinformation, or to respond to disinformation campaigns that
target them. This digital language divide or “the disparity between languages in terms of
digital content availability, accessibility, and technological support”,?* is not merely an
issue of representation. Neglecting linguistic minorities and leaving them exposed to

"8Trevor, G. A. (2018). Technology alone can’t preserve endangered languages. Centre for International
Governance Innovation. https://www.cigionline.org/articles/technology-alone-cant-preserve-endangered-
languages/

"Qlko, J., & Sallabank, J. (Eds.). (2021). Practical Issues. In Revitalizing Endangered Languages: A
Practical Guide (pp. 83—196). part, Cambridge: Cambridge University Press.

8Kwet, M. (2019). Digital colonialism: US empire and the new imperialism in the Global South. Race &
Class, 60(4), 3—26. https://doi.org/10.1177/0306396818823172

"“Canagarajah, S., & Ben Said, S. (2011). Linguistic imperialism. In J. Simpson (Ed.), The Routledge
handbook of applied linguistics (pp. 388—400). Routledge.

20phillipson, R. (2013). Linguistic imperialism. In C. A. Chapelle (Ed.), The encyclopedia of applied
linguistics. Wiley-Blackwell. https://doi.org/10.1002/9781405198431.wbeal0718.pub2

2INothias, T. (2025). An intellectual history of digital colonialism. Journal of Communication, jqaf003.
https://doi.org/10.1093/joc/jqaf003

2Ta, R., & Lee, N. T. (2023). How language gaps constrain generative Al development. Brookings
Institution. https://www.brookings.edu/articles/how-language-gaps-constrain-generative-ai-development/
2Kupfer, M. and Muyumba, J. (2022) Language and Coloniality: Non-Dominant Languages in the Digital
Landscape. Pollicy. https://pollicy.org/wp-content/uploads/2022/08/Languages-Coloniality-Report.pdf
2Qkolo, C. T., & Tano, M. Closing the gap: A call for more inclusive language technologies. Brookings
Institution. https://www.brookings.edu/articles/closing-the-gap-a-call-for-more-inclusive-language-

technologies/
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misinformation?®> can also be a security vulnerability that ill-intentioned actors can
systematically exploit to spread disinformation.2®

A 2022 report by the Center for Democracy and Technology highlighted that:

“When false narratives are combined with data voids and unique cultural contexts,

people with malicious intentions are able to expose voters to disinformation with
precision and wide-ranging effects. Communities of colour and those that don’t
speak English as their primary language sit at this intersection.””

These information gaps, or data voids?® create spaces where reliable information is hard
to find even if demand for accurate information is high. This is particularly true in the
specific case of elections, which leads people to satisfy their informational needs through
social media platforms where false information in the languages these people speak is
widespread.?®

The economics of language®® help explain why this divide is persistent, as commercial
incentives heavily favour dominant languages. Language technology is a capital-intensive
investment that only affluent nations and businesses can typically afford.3! For a large
tech company, there is a clear return of investment for developing content moderation. Al
and other tools for languages like English, Spanish or Mandarin, which represent the
largest and most profitable markets make sense financially, but this incentive is not
present for other languages.®?

Burke, F. (2022). The dangers of misinformation and neglecting linguistic minorities during a pandemic.
Horizon: The EU Research & Innovation Magazine. https://projects.research-and-
innovation.ec.europa.eu/en/horizon-magazine/dangers-misinformation-and-neglecting-linguistic-
minorities-during-pandemic

%Bhatia, A. (2022). Election disinformation in different languages is a big problem in the U.S. Center for
Democracy & Technology. https://cdt.org/insights/election-disinformation-in-different-languages-is-a-big-
problem-in-the-u-s/

?’Bhatia, A. (2022). Election disinformation in different languages is a big problem in the U.S. Center for
Democracy & Technology. https://cdt.org/insights/election-disinformation-in-different-languages-is-a-big-
problem-in-the-u-s/

2Golebiewski, M., & boyd, d. (2019). Data voids: Where missing data can easily be exploited. Data &
Society. https://datasociety.net/wp-content/uploads/2019/11/Data-Voids-2.0-Final.pdf

PFlores-Saviaga, C., & Savage, S. (2019). Anti-latinx computational propaganda in the United States.
ArXiv. https://arxiv.org/abs/1906.10736

Ginsburgh, V., & Weber, S. (2018). The economics of language (ECARES Working Paper No. 2018-18).
European Centre for Advanced Research in Economics and Statistics.
https://ideas.repec.org/p/eca/wpaper/2013-156325.html

31Grin, F. (2003). Language Planning and Economics. Current Issues in Language Planning, 4(1), 1-66.
https://doi.org/10.1080/14664200308668048

%2Ta, R., & Lee, N. T. (2023, October 24). How language gaps constrain generative Al development.
Brookings Institution.  https://www.brookings.edu/articles/how-language-gaps-constrain-generative-ai-

development/
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The global Al market is projected to contribute nearly US$15.7 trillion to the global
economy by 203033, with the United States currently in the lead in adoption and
investment, while the Global South will only benefit from 10 percent of it.3* Such a
concentration of resources means that languages without immediate profitability could be
neglected, leaving their speakers without the same tools and protections afforded to users
in majority markets and that speak majority languages. This creates a self-perpetuating
cycle where languages with the most economic power receive the most technological
development, further solidifying their dominance, and further solidifying the power of Big
Tech companies as well.3®

There is, then, a cumulative dynamic where those that start with an advantage tend to
accumulate more advantages, while the disadvantaged fall further behind, a dynamic
called a “cumulative advantage™®, or “the Matthew Effect’®” as it is also known. In the
context of digital technology available in any given language this means that resource-
rich languages disproportionately benefit from new advancements in comparison to
languages that lack standardized tools, quality datasets and other linguistic resources.3
Another salient example is fact-checking, despite important efforts in many languages,
fact-checking capacity “remains unequally distributed with more fact-checkers working in
English than in other languages.”®

This trend is likely to increase as society becomes more dependent of automation and Al
technologies. As Al and Natural Language Processing tools are developed, they are
trained on vast datasets available for English and other major languages. This all but
ensures that tools trained in currently dominant languages will improve their performance
by leaps and bounds, benefiting dominant language speakers, but also ensures that the
gap will only widen for under-represented and under-resourced languages?’, are there is

3pwC. (2017). Sizing the prize: What's the real value of Al for your business and how can you capitalise?
https://www.pwc.com/gx/en/issues/analytics/assets/pwc-ai-analysis-sizing-the-prize-report.pdf
34Hradecky, A., Jagne, O., & Vitagliano, M. G. (2024, November 14). Equitable Al for Africa. United Nations
Development Programme. https://www.undp.org/blog/equitable-ai-africa

¥Khanal, S., Zhang, H., & Taeihagh, A. (2025). Why and how is the power of Big Tech increasing in the
policy process? The case of generative Al. Policy and Society, 44(1), 52-69.
https://doi.org/10.1093/polsoc/puae012

%Fernandez-Villaverde, J., Mandelman, F. S., Yu, Y., & Zanetti, F. (2021). The “Matthew effect” and market
concentration: Search complementarities and monopsony power. Journal of Monetary Economics, 121, 1—
17. https://doi.org/10.1016/j.jmoneco.2021.04.005

$"Tang, T. L. P. (2021). The Matthew Effect in monetary wisdom. Asian Journal of Business Ethics, 10, 153—
181. https://doi.org/10.1007/s13520-021-00126-x.

38pakray, P., Gelbukh, A., & Bandyopadhyay, S. (2025). Natural language processing applications for low-
resource languages. Natural Language Processing, 31(2), 183—-197. doi:10.1017/nlp.2024.33

®Quelle, D., Cheng, C.Y., Bovet, A. et al. Lost in translation: using global fact-checks to measure
multilingual misinformation prevalence, spread, and evolution. EPJ Data Sci. 14, 22 (2025)., p. 2.
https://doi.org/10.1140/epjds/s13688-025-00520-6

4OBerthelier, B. (2023). Division and the Digital Language Divide: A Critical Perspective on Natural Language
Processing Resources for the South and North Korean Languages. Korean Studies 47(1), 243-273.
https://dx.doi.org/10.1353/ks.2023.2a908624.
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just not enough data, and investment, to keep pace.*' This will only reinforce existing
structural inequalities in the digital realm, as learners and speakers of dominant
languages gain access to ever more sophisticated digital tools, while minority and
minoritized language communities are left with inadequate products and little or non-
existent support.*?

Tech companies that own social media platforms are a part of the problem because they
are driven by clear commercial incentives, often prioritizing them above the rights of their
users.*® They devote far more resources to content moderation and the development of
automated safety tools in majority languages because those represent most of their
market share. For example, according to Global Witness, YouTube has been reported to
have over 15,000 human moderators devoted to English-language content, but online
nine for Bulgarian and none for the Irish language. While Meta has 42 in this language
(its European headquarters are in Ireland), TikTok, Snapchat, Pinterest, LinkedIn or
Twitter apparently have no content moderators in the Irish language.** Facebook
reportedly devotes 87% of its spending to combat misinformation on Facebook on English
even if only 9% of its users are English speakers.*® This greatly diminishes their capacity
to detect mis and disinformation in other languages.*® The evident disparity means mis
and disinformation, but also hate speech and incitement to violence, can circulate
unchecked for far longer, that is assuming the issues are being addressed at all.*’
Censorship is also a concern. Al-driven content moderation can be discriminatory.
“Western-centric” automated moderation tools, that poorly understand the cultural and
linguistic differences of regions of the Global South*?, to can disproportionately restrict
free expression as a result.*®

“Lynch, S. (2025). How Al is leaving non-English speakers behind. Stanford News.
https://news.stanford.edu/stories/2025/05/digital-divide-ai-lims-exclusion-non-english-speakers-research
“European Parliament. (2018, June 27). Report on language equality in the digital age. (A-8-2018-0228).
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Lack of resources, lack of attention and a lack of tools can also create dangerous
information vacuums where falsehoods can flourish, leaving entire communities exposed
and limiting their access to reliable, verified information, something particularly grave
during crises, and especially problematic, as it leads them open to manipulation, during
particularly sensible times, such as electoral periods.%°

On the other hand, it is possible that there may be one small advantage to minority
languages. They. can sometimes act as a temporary, albeit imperfect, shield. Because
advanced manipulative technologies like deepfakes are typically developed and trained
on the massive datasets available for major languages like English first®!, smaller
linguistic communities may have a brief window of time to prepare for such threats.
However, this potential advantage may be heavily outweighed by the broader lack of
resources dedicated to these languages by private tech companies, which ultimately
leaves them more vulnerable in the long run.

Fortunately, not all is lost. A growing movement of “digital language activism” has surfaced
over the years, seeking to leverage technology from the ground up to support
marginalized languages.®? This activism involves the use of digital media and social
media platforms to promote and revitalize threatened languages®3, serving to highlight
the fact that, for all their ills, social media platforms also have lots of potential to be used
for good, something possible when profit stops being the most important consideration.

Community-based initiatives have created online dictionaries or developed language-
learning apps®* and use commercial platforms like TikTok and YouTube to share language
%lessons and promote the use of minority languages.®® These grassroots efforts

%0Santos, M., Park, C. S., Bastos dos Santos, J. G., Cavalini, A., & Gil de Zufiiga, H. (2025). Latent bombs
of disinformation. Information, Communication & Society, 1-22.
https://doi.org/10.1080/1369118X.2025.2492575
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S2Altman, H., Lukaniec, M., & Gehr, S. (2018, June 15). Digital language activism. Colang.
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supported learning in Sapmi. Media International Australia, 169(1), 21-31.
https://doi.org/10.1177/1329878X18803700
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Humanitatis et Linguarum, 1(1), 60—70. https://doi.org/10.69760/aghel.024052
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demonstrate that technology is not inherently deterministic, and it is in fact a space for
social struggle where communities can, and will, appropriate tools for their own linguistic
and cultural preservation.5”

Technology is not a neutral force. It can either reinforce the asymmetries of our world or
be appropriated as a tool for empowerment and revitalization. Addressing the digital
language divide requires more than just technological fixes, it also demands a
fundamental reevaluation of the power dynamics embedded in our digital infrastructure.
Digital language activism and preservation efforts®® show us the way in terms of ensuring
that people that belong to non-dominant language communities are not left behind in the
fight against disinformation and misinformation. There are plenty of journalism initiatives
to provide news in minority and minoritized languages®® to avoid trapping them in
information deserts, but there is still need for more support from government, private
companies and civil society. ©°

However, since disinformation is such a complex phenomenon, and it is often used as a
tool for malicious actors to target communities of people based on their identity to
generate distrust and destabilization, the very first step is to recognize that not enough
resources have been devoted to fighting it in certain specific communities. Tech
companies need to dedicate those resources, making decisions with calculations that are
not merely profit or market share based. It is also necessary that authorities and
organizations in charge of monitoring and responding to disinformation and interference
campaigns, recognize the issue of language as part of the issues addressed in responses
to identity-based disinformation and that target minorities and the marginalized.

The path forward hinges on whether corporate actors, policymakers, and digital citizens
can collectively foster an online ecosystem that values linguistic diversity as a strength,
ensuring that the internet becomes a space for many voices rather than an echo chamber
for a few and where people that speak all languages are equally protected and safe for
disinformation and manipulation.

S"Warschauer, M. (1998). Technology and indigenous language revitalization: Why bother? University of

California, Irvine.
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pdf

%8Council of Europe. (2019). Council of Europe strategic action plan for Roma and Traveler inclusion (2020-
2025). https://search.coe.int/cm/Pages/result _details.aspx?Objectld=0900001680998933

%See: Council of Europe. (2016). European Charter for Regional or Minority Languages.
https://rm.coe.int/1680695175 and the European Association of Daily Newspapers in Minority and Regional
Languages, or Midas. (n.d.). About us. Retrieved August 22, 2025, from https://www.midas-press.org/
80See for example: Council of Europe. (2025, February 13). Sixth report submitted by Spain in accordance
with Article 15, paragraph 1 of the Charter. https://rm.coe.int/spainecrml6-en/1680b1b32d
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3. Case Studies: Disinformation in Minority and Minoritized Languages on the
Ground.

What follows is a summary of the case studies presented during the July 2024 event
organized by the UPF Barcelona School of Management with the support of NATO/OTAN.

The examples of Ukraine and Moldova illustrate how a foreign actor, such as Russia is
active in undermining minority languages, for example portraying the Ukrainian language
as a mere dialect of Russian to undermine Ukrainian national identity, and in using them
as a vehicle for tailored disinformation campaigns to undermine Russia’s political
opponents.

One of the examples from Spain looks and how and if pro-Russian narratives have
penetrated the Catalan and Basque (Euskera) language cyberspaces, explores how
disinformation is spread within these communities, often intersecting with local ideological
and political contexts.

The second Spanish case discussed disinformation during recent municipal and national
elections in Spain and focused on the types of disinformation that circulate during
electoral contexts and how FIMI methodology can also be adapted to observe national
contexts.

The example of India, focusing on the Santali language, a language spoken by a minority
of people in India -still over 7 million speakers- is different. It serves to highlight how the
lack of resources that exist to provide reliable information to speakers of minority or
minoritized languages is a major problem, and as the experiences during the COVID19
pandemic highlights, it becomes particularly bad when there are not enough resources to
combat disinformation and misinformation.

3.1 Ukraine: The Frontline of Information Warfare

Yehven Fedchenko, is the editor-in-chief of Stop Fake, a Ukrainian fact-checking
organization that focuses on countering disinformation, particularly from Russian sources.

He provided an account of Ukraine's decade-long battle against Russian disinformation®’,
which he framed as an integral part of conventional warfare that began with the
annexation of Crimea in 2014, not the full-scale invasion of 2022. Mr. Fedchenko
emphasized the importance of starting early to build resilience against disinformation. The
organization's early start in 2014 helped Ukraine build a strong resistance to Russian
narratives by the time of the full-scale invasion in 2022.

8'Fedchenko, Y. (2024, July 1). Work Session 2 Presentation. Presented at the NATO/UPF Barcelona
School of Management Conference on Disinformation and Minority Languages, Barcelona.
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Yehven described disinformation as a core element of hybrid warfare used by Russia to
undermine democratic governance, exacerbate political divisions, erode trust, and
promote authoritarian models. The main objective of Russian disinformation is to blur the
line between fact and fiction, making it difficult for people to discern the truth. This strategy
involves constant lying and manipulation with the primary goals of disinformation being
undermining confidence in democratic institutions, exacerbating political divisions,
eroding trust, promoting Russian policy agendas, and creating confusion over information
sources.

Fedchenko detailed the core Russian narratives, which have been remarkably consistent
over the past decade. A primary objective has been to deny the very existence of a
separate Ukrainian identity and language, portraying Ukrainian as a mere dialect of
Russian. Other persistent narratives include the false claims of a "fascist coup" in 2014
and a "genocide" of Russian speakers in the Donbas, both of which were used as pretexts
for the 2022 invasion.

He also remarked that, according to his research, Russian entities also attempt to
undermine the concept of fact-checking labeling unfavorable articles as fake, regardless
of their veracity. He discussed how Russian disinformation efforts extend globally, with
platforms like Sputnik targeting specific regions in their local languages, such as French
for Africa and Hindi for India.

He highlighted the need to communicate in the languages and contexts of different
countries to effectively counter disinformation. Russian disinformation exploits local
political contexts, so responding in the appropriate language and context is crucial.

StopFake's work demonstrates the critical importance of building societal resilience
before a full-scale conflict erupts. By debunking these narratives for eight years prior to
the invasion, they helped create a "general unacceptance" of Russian propaganda within
Ukrainian society. Fedchenko emphasized a multi-platform and multilingual strategy,
disseminating their fact-checks in over a dozen languages to reach international
audiences and even using Russian-controlled platforms like Telegram to penetrate hostile
information spaces. This long-term, proactive approach, he argued, was crucial in
preventing mass panic and maintaining national morale when the full-scale war began. A
specific focus of Russian disinformation has been the Crimean Tatars, an indigenous
Muslim Turkic group, who are falsely portrayed as extremists and terrorists to justify their
oppression post-annexation.

3.2 Moldova: A Geopolitical Target for Destabilization

Elena Simanschi, a researcher from Universitat Autbnoma de Barcelona, studying
disinformation in Eastern Europe highlighted the complex dynamics of disinformation in
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Moldova, its impact on governance and societal stability, and the broader geopolitical
implications of disinformation in Eastern Europe.5?

Disinformation campaigns intensified when Maia Sandu, a pro-European president, won
the elections in 2020. Her rival, ex-president Dodon, and other pro-Russian forces
launched comprehensive disinformation campaigns against her and her government. The
full-scale invasion of Ukraine by Russia in 2022 led to a peak in disinformation in Moldova,
posing a significant threat to democratic governance. The Moldovan government blocked
Russian-run websites and TV channels, but disinformation continued via social media.

Ongoing reforms and the desire to integrate into the Euro-Atlantic space create
vulnerabilities that disinformation campaigns exploit, especially during socio-economic
crises. Simanschi described Moldova as prime target for Russian destabilization efforts
due to its pro-European aspirations and geopolitical vulnerability. She showed how
Russia systematically targets Moldova’s Russian-speaking and other ethnic minorities
(such as those in the autonomous region of Gadauzia) with tailored disinformation
campaigns designed to undermine the pro-Western government of President Maia Sandu
and derail the country’s EU accession process.

Overall, Simanschi identified three distinct disinformation narratives circulating that
targeted Maia Sandu and her government: one exploiting exploiting the fear of armed
conflict in the region; another exploiting economic anxiety and hardship and a third one
that specifically targeted Sandu, either through her policies or through personal attacks.

The first narrative, the so-called Transnistrian narrative, or the use of the region’s
vulnerability to instill the fear of war and military provocation, spreading false claims that
fostering closer ties to the European Union or to Nato could drag Moldova into the war in
Ukraine or provoke a conflict over the region of Transnistria, currently occupied by Russia.

A second identified narrative sought to exploit economic hardship experience by
Moldovans, blaming the current government for economic crises or energy shortages,
when in fact this was caused by Russia’s own reduction of gas supplies to the country.

This connected with a third narrative, centered on current president Sandu, arguing that
her policies were non-pragmatic and went against national interests, helping both to
generate public discontent and undermine her image. Similarly, personal attacks and
deepfakes focused on Sandu accused her of being a fascist, a tool of the West or a threat
to traditional values by linking her to the LGBTQ community in a society that is still
conservative.

82Simanschi, E. (2024, July 1). Work Session 2 Presentation. Presented at the NATO/UPF Barcelona
School of Management Conference on Disinformation and Minority Languages, Barcelona.
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These efforts, Simanschi explained, were amplified by pro-Russian political proxies within
Moldova and the country has struggled to respond to disinformation on social media as it
has limited resources. While the EU is aware of the situation, and no doubt, the ongoing
struggle between pro-European and pro-Russian camps will influence future elections,
this is a clear example of how the language spoken by a minority group can be used as
a tool for destabilization through targeted disinformation campaigns, underscoring the
significant geopolitical impact that disinformation targeted at specific minorities can have
and how having tools to respond to campaigns in languages other than the most widely
spoken one is necessary.

3.3 Catalonia and the Basque Country: A Geopolitical Target for Destabilization

Albert Borras, from Casini, presented an analysis using network mapping to visualize how
pro-Russian disinformation penetrated the Catalan and Basque cyberspaces, highlighting
the complexity of disinformation networks, the role of local actors in amplifying foreign
narratives, and the importance of methodological tools in analyzing and countering
disinformation.®® He explained the methodology used to collect and analyze data from
social networks, using APIs and algorithmic treatments to map interactions and identify
key actors spreading disinformation.

Borras discussed how disinformation can spread through specific communities, often
intersecting with local ideological and political contexts. In the Basque Country, Albert's
team identified a small pro-Russian disinformation community. They used network
analysis to map out interactions and found that external actors, such as EH Donbass or
HispanTV, played a role in spreading disinformation. In Catalonia, the analysis showed a
much larger volume of interactions and a denser network of pro-Russian disinformation
activities. Pro-Russian narratives were linked with local movements and the Spanish
extreme left.

Borras also highlighted that while proficiency in a minority language can act as a barrier
to the spread of certain types of disinformation and instances of disinformation in
languages like Basque or Catalan were less prevalent than disinformation in Spanish, it
still is significant.

During the Spanish electoral period, Borras noted that his research showed increased
cyber activity from pro-Russian accounts. He highlighted how these accounts interacted
with local actors to amplify disinformation, particularly through the use of Telegram. He
emphasized that while pro-Russian disinformation campaigns are intentional, they often
rely on local actors to disseminate content, co-opting them, even unwittingly, for this end.
Local involvement, he said, is crucial for the spread of disinformation. Albert touched upon

53Borras, A. (2024, July 1). Work Session 1 Presentation. Presented at the NATO/UPF Barcelona School
of Management Conference on Disinformation and Minority Languages, Barcelona.
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the involvement of other foreign actors, such as Iran and Hezbollah, in spreading
disinformation. He mentioned that these actors align with Russian rhetoric and contribute
to the broader disinformation landscape.

He concluded by noting that the tools and methodologies used in their analysis can be
adapted to other countries and contexts, such as ltaly. This adaptability is essential for
understanding and combating disinformation in diverse environments and necessary to
understand disinformation dynamics that are context specific, like in the case of minority
and minoritized languages.

3.4 Spain: Disinformation during the 2023 Spanish Elections

Catalina Gaete Salgado, a researcher at Universidad Complutense de Madrid, in Spain
presented a study that applied an adapted version of the EEAS’s FIMI framework to
analyze disinformation during Spain’s 2023 municipal and general elections. Gaete
emphasized the importance of methodology and transparency and of the importance of
understanding how disinformation appeals to people’s emotions, and particularly, on the
importance of analyzing disinformation in electoral contexts.%

Gaete presented research conducted in collaboration with the Spanish fact-checking
organization Maldita.es. Her study covered disinformation cases collected between May
and October of 2023 by Maldita.es, and after selecting 124 cases from the sample, they
were analyzed using the adapted FIMI methodology.

Gaete presented specific examples of disinformation. One case involved a video falsely
claiming that a mail service worker was stealing ballots, a common disinformation
narrative. Another case involved Alvise Perez, a right-wing politician who has since been
elected to the European Parliament, who took electoral numbers out of context to falsely
claim that two million votes were missing. She pointed out that these cases show that
disinformation often seeks to create alarm and exploit emotions. In her opinion,
understanding the emotional aspect of disinformation is crucial for further studies and
countermeasures.

Overall, while her analysis did not cover how disinformation may have spread or exploited
languages other than Spanish during the 2023 elections, her key findings pointed out that
WhatsApp and X (formerly Twitter) where the most common platforms for spreading
disinformation and that, while political actors where the main targets of disinformation, a
significant number of attacks were directly aimed at electoral bodies, seeking to
undermine trust in the democratic process. The dominant tactic used by those seeking to
disinform was to “distort” facts and reality by taking kernels of trust and twisting them into
misleading narratives that were not necessarily, or entirely, false. The alarming tone used

84Gaete, C. (2024, July 1). Work Session 1 Presentation. Presented at the NATO/UPF Barcelona School of
Management Conference on Disinformation and Minority Languages, Barcelona.
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in some of the messages observed, contributed to these efforts of distortion. Her study
also highlighted the role of prominent figures or online personalities that constantly
disseminated disinformation amongst their followers, serving as loudspeakers that
promoted this content.

In Gaete’s opinion, transparency and informing the public beforehand about the electoral
process are crucial in countering disinformation. Providing clear and accurate information
can help mitigate the impact of false claims, and that pre-bunking, or informing the public
beforehand so that they know beforehand about what disinformation narratives claim,
may be effective in combating it. She concluded by stressing the need for continued
efforts to understand and combat disinformation, particularly during electoral periods.
Promoting good journalism and making the informational environment stronger are key
strategies.

3.5India: The Santal Community and the COVID-19 Infodemic

Sandip Nayak, a researcher from India, presented a case study on the Santal people,
one of India's largest indigenous communities.®®> The Santal tribes in India constitute
about 104 million people out of India’s 1.2 billion population, which itself has over 7 million
people that speak the Santal language. While they are one of the largest indigenous
groups in terms of population, they are often living below the poverty line and face social
exclusion. His research focused on the devastating impact of the information vacuum
during the COVID-19 pandemic for Santal speakers. He also highlighted that the Santal
community is a constant victim of hate speech online, which further endangers them.

Nayak discussed the marginalization of Santa speakers due to the dominance of Hindi
and English in mainstream media pointing out that this marginalization limits their access
to reliable information, which is predominantly available in the dominant languages.
During the COVID-19 pandemic, vital public health and safety information was mainly
available in Hindi and English. The lack of information in their language led to the rapid
spread of misinformation within Santal communities about COVID-19 and vaccine safety,
putting their health, and potentially their lives, at risk.

Nayak underscored the importance of addressing language barriers in combating
misinformation and disinformation, particularly among marginalized communities.
Historical marginalization and a great digital divide that already limits their access to
online information for the community only aggravated the problem. Myths and
misconceptions about COVID-19, such as the belief that it did not exist or that vaccines
were dangerous, spread widely among the Santa Community. He highlighted that a 2021
study by the Indian Ministry of Tribal Affairs showed that vaccination rates among Santal

85Nayak, S. (2024, July 1). Work Session 2 Presentation. Presented at the NATO/UPF Barcelona School
of Management Conference on Disinformation and Minority Languages, Barcelona.
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speakers where lower than those of the overall population, partially attributable to
misinformation and lack of information in their native language.

This study provides a stark example of how linguistic marginalization can lead to severe,
life-threatening consequences and highlights the urgent need for multilingual public
service communication.

Nayak emphasized the need for a multifaceted approach to address these issues, an
approach that should include a combination of educational initiatives, technological
solutions, policies supportive of marginalized communities but also community
engagement and international cooperation.

He called for the development and support of minority language media outlets to enhance
their capacity to produce and disseminate accurate information, safeguarding linguistic
diversity and strengthening the social fabric of India’s diverse nation. Nayak also said that
it is necessary to devote resources to develop and enhance translation tools capable of
performing accurate translations into Santal, something that can significantly improve
information accessibility as it would help bridge the gap between those that only speak
Santal and the dominant languages in India. Finally, he said it is necessary that the Indian
government mandates the inclusion of minority languages in public information
campaigns as a matter of public policy.
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4. Ways Forward: Countering Disinformation and Ensuring Access to
Information in Minority Language Communities

Any solution aimed at improving the prevention of disinformation in minority and
minoritized languages implies the preservation and use of any of these languages must
be encouraged and efforts to support journalism must be increased. The lesser the
disparity of digital content available, of access to information and in technological support,
the smaller the information gap will be. A more robust information ecosystem for non-
dominant languages will mean that civil society is more prepared to circulate reliable
information in these languages. Strong journalistic institutions, including fact-checking
initiatives in minority and minoritized languages are essential.

At the same time, specific initiatives to track, understand and devise further responses to
disinformation, such as FIMI, should also be undertaken in minority and minoritized
languages. Disinformation and misinformation are problems for the whole of society and
responses must be for all and in all languages possible. The more equal and equative
they are, the least peoples from minority or marginalized communities are left behind, the
better.

4.1Investing in Linguistic Equity: Better Online Representation, Better
Technological Infrastructure, Stronger Journalism

For any proposed solution to work, robust policy and governance is necessary.
Frameworks such as the European Charter for Regional or Minority Languages®® offer a
good example of the building blocks of a policy blueprint for long-term, state-level
interventions to foster digital inclusion and investment of technology that supports
languages.

In our current Information Society, tech companies exist to sell us “...computing products
whose novelty lies not in any kind of scientific discovery, but in the application of
turbocharged processing power to the massive datasets that a yawning governance
vacuum has allowed corporations to generate and/or extract.®” Since profit is the main
goal, many current language technologies are designed typically for high-resource
languages, driven mostly by market and profit concerns, other languages are merely an
afterthought, depending heavily in community and civil-society led efforts to support them.
The gap is just too large. We are currently at a moment of rapid growth in the widespread
use of Atrtificial Intelligence applications including Generative Al. This is a particularly
crucial moment for governments and policymakers to encourage language diversity by

8Council of Europe. (2016). European Charter for Regional or Minority Languages.
https://rm.coe.int/1680695175
87Tucker, E. (2022). Artifice and intelligence. Tech Policy Press. https://www.techpolicy.press/artifice-and-

intelligence/
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default, fostering the development of Al models and other language technologies in
multiple languages from the start, helping mitigate bias at the original source and
generating the necessary foundations for more digital language equity.?® For this,
localized systems that support community innovation must also be encouraged alongside
the development of local known-how and talent that can lead Al innovation for the benefit
of local communities.®®

To achieve language equity from the start another problem needs to be specifically
addressed. The essential building blocks are large quantities of data, the scarcity of data,
in terms of quantity and quality, for most of the world’s languages is another major
obstacle. Any strategy must then focus on linguistic inclusivity and representation in
the databases that are used. Grassroots and community-led tata collection strategies
could be part of the solution as they can ensure that high-quality and truly representative
data is collected and available.”® The more efforts in the same direction, and the more
they are disseminated, the most diverse datasets will be, so open-source datasets are
also essential’' as long as they are combined with efforts to make sure that the
communities that originate the language-related data retain the rights to it, while at the
same time they license its use for developments that benefit them.”? These datasets can
then be used to develop inclusive and more representative technologies in minority and
minoritized languages, ensuring the development of key software and platforms, such as
operating systems, web browsers and services in both major and alternative social media
platforms in minority languages. It is crucial to invest to prevent the digital gap from
widening for under-represented languages.

Developing platforms and services in minority and minoritized languages helps
ensure their vitality and relevance online.”> Developing a digital dictionary or a

%The LiveLanguage Initiative's Universal Knowledge Core (UKC) provides a compelling model for this
proactive approach. The UKC is a large-scale multilingual lexical database designed to represent the
linguistic and cultural plurality of communities without structurally favoring any single language. See: Bella,
G., Helm, P.,, Koch, G., & Giunchiglia, F. (2023). Towards bridging the digital language divide. ArXiv.
https://arxiv.org/abs/2307.13405

8Hradecky, A., Jagne, O., & Vitagliano, M. G. (2024, November 14). Equitable Al for Africa. United Nations
Development Programme. https://www.undp.org/blog/equitable-ai-africa

°One good example is the effort by Masakhane, an organization focusing on African languages, and that
works directly with local speakers to collect linguistic data that is culturally relevant and captures the
nuances of various dialects. This approach stands in stark contrast to top-down methods that involve
translating from a dominant language. See: Ta, R., & Lee, N. T. (2023). How language gaps constrain
generative Al development. Brookings Institution. https://www.brookings.edu/articles/how-language-gaps-
constrain-generative-ai-development/

"Ta, R., & Lee, N. T. (2023). How language gaps constrain generative Al development. Brookings
Institution. https://www.brookings.edu/articles/how-language-gaps-constrain-generative-ai-development/
Lynch, S. (2025). How Al is leaving non-English speakers behind. Stanford News.
https://news.stanford.edu/stories/2025/05/digital-divide-ai-llms-exclusion-non-english-speakers-research
"https://unesdoc.unesco.org/ark:/48223/pf0000387 186
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Wikipedia in a minority language is often identified as a positive milestone.” The
UNESCO toolkit for digital activists puts an emphasis of how creating engaging content
such as viral videos or memes are powerful tools to multiply a language’s presence,”®
and so are initiatives that develop technology that makes active communication and
creating such as email services, chat apps or social media.”®

Vibrant, interactive spaces where languages can thrive online also makes it necessary to
invest in journalistic initiatives in minority and minoritized languages. Being able to
speak about current events and what happens in a community and the wider world is an
excellent vehicle to keep a language current and relevant.”” It can also be a powerful tool
to combat disinformation and misinformation in underserved and vulnerable communities.

4.2 Combating Information Disorders: Reactive and Proactive Solutions in
Minority and Minoritized Languages for Disinformation and Misinformation

Non-dominant languages inhabit digital environments with scarce resources in
comparison to dominant languages. Information vacuums, or data voids, are spaces that
can be exceptionally fertile ground for mis and disinformation to propagate and are
singularly vulnerable to coordinated campaigns that seek to manipulate and deceive
already vulnerable and marginalized communities, exposing them to even greater harm.

Information vacuums and systemic neglect from social media platforms combine to make
speakers of minority and minoritized languages particularly vulnerable. Protecting these
communities requires measures that allow for proactive action to monitor, detect and
understand threats that can then inform a reaction in the form of appropriate responses
such as fact-checking and counter-messaging or inoculation (pre-bunking). At the same
time, greater platform accountability that demands ending the neglect of those deemed
less profitable by the companies and improves content moderation, improving the
resources it receives and the quality of the initiatives.

“See  Kornai, A. (2013). Digital language death. PLOS ONE, 8(10), e77056.
https://doi.org/10.1371/journal.pone.0077056 and Llanes-Ortiz, G. (2023). Digital initiatives for indigenous
languages. UNESCO. https://unesdoc.unesco.org/ark:/48223/pf0000387 186

Llanes-Ortiz, G.  (2023). Digital initiatives  for  indigenous  languages.  UNESCO.
https://unesdoc.unesco.org/ark:/48223/pf0000387186

%0ne example is: he Hawaiian revitalization effort's Leoki BBS succeeded precisely because its most
popular features were email and synchronous chat. See: Warschauer, M. (1998). Technology and

indigenous  language  revitalization:  Why  bother? University  of  California, Irvine.
https://education.uci.edu/uploads/7/2/7/6/72769947/technology and indigenous language revitalization.
pdf

olgger, J., & Roggla, M. (2024). The Role of Unique Minority Language Media in Language Maintenance:
A Comparative Study of Basque, Ladin, and Upper Sorbian Media. Journal on Ethnopolitics and Minority
Issues in Europe, 23(1), 74—105. https://doi.org/10.53779/JKMR2511
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Proactive detection in the form of OSINT and deeper understanding through FIMI
analysis must extend to minority and minoritized languages. Systematic OSINT
frameworks for Identity-Based Disinformation must take language into account as a
variable. The EEAS Open Source Intelligence (OSINT) toolkit’® is a significant first step
as it already adopts and intersectional lens and the need to protect marginalized
communities, it encourages partnering with the communities themselves and fostering
the incorporating diverse perspectives and expertise.

The toolkit is an appropriate framework to pay particular attention to disinformation that
circulates in minority and minoritized languages, and especially in vulnerable
communities, ensuring that diversity of perspective and expertise takes specific
languages into account.

Similarly, Foreign Information Manipulation and Interference (FIMI) taxonomies used to
understand hybrid threats”® must also take the language of the incidences into account,
and study and devise specific measures to respond to interference in minority and
minoritized languages or that otherwise targets marginalized communities because of the
language they speak. FIMI can similarly be customized to national and local contexts®°,
and be used to generate more context-specific, tailored responses that involve local
authorities and communities as well.

Understanding coordinated campaigns and how they use IBD in foreign influence®’,
uncovering underlying political agendas and ideological targets and goals such as fueling
polarization towards a specific community because of the language they speak, or by
using the vulnerabilities that their language generates for them online should be a central
concern. OSINT and FIMI frameworks can be essential tools to detect and combat
coordinated campaigns that target vulnerable communities because of their
language and can be instrumental in disrupting those campaigns.??

Bhitps://www.eeas.europa.eu/sites/default/files/documents/2024/EEAS-DataTeam-OsintGuidelines-04-
Digital.pdf

®European Union External Action. (2024). OSINT guidelines: How to detect and analyse identity-based
disinformation/FIMI: A practical guide to conduct open source investigations._ Available at:
https://www.eeas.europa.eu/sites/default/files/documents/2024/EEAS-DataTeam-OsintGuidelines-04-
Digital.pdf

80See the work done by the Computense Disinformation Laboratory:
https://www.ucm.es/observatoriodesinformacion/observacion_electoral. See also: Cetina Presuel, R., &
Gaete-Salgado, C. (2025). Analisis FIMI de la desinformaciéon en las elecciones espafiolas de 2023:
Objetivos, canales y narrativas para danar la confianza en el sistema electoral. Derecom. Revista
Internacional de Derecho de Ila Comunicacién y de las Nuevas Tecnologias, 38(1), 29-44.
https://doi.org/10.5209/dere.99490

81Centre for Information Resilience. (2024). Understanding and countering identity-based disinformation:
An exploration of the evidence base and TTPs. https://www.info-res.org/app/uploads/2024/09/IBD-final-
report.pdf

82European Union External Action. (2024). OSINT guidelines: How to detect and analyse identity-based
disinformation/FIMI: A practical guide to conduct open source investigations._ Available at:
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OSINT and FIMI initiatives to monitor and tracking disinformation campaigns, to
understand it and to devise appropriate responses for minority and minoritized languages
will work better if they are community-based. Good examples are the Latino Anti-
Disinformation Lab, that actively monitors social media to track harmful narratives in
Latino communities in the United States?, the Digital Democracy Institute of the
Americas, that has focused efforts on reflecting how misinformation penetrates the US
Latino communities and affects their level of trust in elections®*, how false narratives and
manipulation tactics affect Latino communities online and has proposed approaches to
countering disinformation tailored to those communities.®

Fact-checking initiatives also have a relevant role to play, dispelling false narratives,
singling out disinformation and correcting misinformation. Examples of relevant initiatives
include Report Disinformation®® in the United States, a tipline run by the Common Cause
Educaiton Fund that allows users to report disinformation in several different languages,
T-Verifica run by Telemundo for Spanish-speakers in the United States®’, Verificat, for
Catalan speakers in Spain®, the efforts of StopFake in Ukraine®®, and others that are
using Large Language Models (LLMs) to offer multilingual fact-checking services.®

Social media platforms are still the primary spaces in which disinformation and
misinformation circulates online. Any efforts at responding must involve the platforms and
necessarily demand more accountability from them and meaningful changes in their
content moderation practices.

https://www.eeas.europa.eu/sites/default/files/documents/2024/EEAS-DataTeam-OsintGuidelines-04-
Digital.pdf

83Bhatia, A. (2022). Election disinformation in different languages is a big problem in the U.S. Center for
Democracy & Technology. https://cdt.org/insights/election-disinformation-in-different-languages-is-a-big-
problem-in-the-u-s/

84Digital Democracy Institute of the Americas. (2025). On disinformation, distrust and democracy 2.0 -
Findings from DDIA's second poll of U.S. Latinos in 2024. https://ddia.org/en/on-disinformation-distrust-
and-democracy-2

85Djgital Democracy Institute of the Americas. (2025). Resource: Getting ahead of online harms by
understanding false narratives and tactics of manipulation. https://ddia.org/en/resource-what-weve-
learned-narrative-analysis-and-misinformation-tactics

8nttps://reportdisinfo.org/about/ See also: Bhatia, A. (2022). Election disinformation in different languages
is a big problem in the U.S. Center for Democracy & Technology. https://cdt.org/insights/election-
disinformation-in-different-languages-is-a-big-problem-in-the-u-s/
8https://www.telemundo.com/noticias/t-verifica

8nttps.//www.verificat.cat/

8https://www.stopfake.org/en/about-us/

9See: https://gulbenkian.pt/emifund/projects/the-multilingual-fact-checker-chatbot/ See also: Singhal, A.,
Law, T., Kassner, C., Gupta, A., Duan, E., Damle, A., & Li, R. L. (2024). Multilingual fact-checking using
LLMs. In D. Dementieva, O. Ignat, Z. Jin, R. Mihalcea, G. Piatti, J. Tetreault, S. Wilson, & J. Zhao (Eds.),
Proceedings of the Third Workshop on NLP for Positive Impact (pp. 13-31). Association for Computational
Linguistics. https://doi.org/10.18653/v1/2024.nlp4pi-1.2
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Fostering meaningful transparency and better accountability is necessary. Platform
regulation regimes such as the European Digital Services Act (DSA)®' contain
transparency mechanisms that, if applied correctly, have a lot of potential. Transparency
obligations under the DSA include annual reports®?> on moderation practices that feed a
publicly available database. This allows researchers, civil society and authorities to
scrutinize content moderation decisions and identify unfair or biased moderation
practices, and, when a particular minority or content in any given language is either
excessively moderated®? or not receiving enough attention.

The DSA also contains obligations for large online platforms to perform annual systemic
risk assessments® and develop mitigation strategies to minimize their negative effects
on society®®. The DSA itself already identifies the potential manipulation or disruption of
civic discourse or interference in electoral processes® as a systemic risk and any actual
or foreseeable negative effects for the exercise of fundamental rights, including freedom
of expression, privacy, pluralism of the media and non-discrimination.®” Systemic risk
reports can be an interesting tool to monitor how minority and minoritized languages
emerge as risk factors related to disinformation as long as the digital language divide
persists. The systemic risk assessment scheme has clear potential to help fight
disinformation online,*® even if there are evident limitations to the approach®, and the
first annual reports leave room for improvement.'%° Specifically, risk assessments should
seek to understand how minority and minoritized languages emerge as risk factors in
relation to disinformation, so that specific measures to mitigate risk can be adopted.

9'Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single
Market For Digital Services and amending Directive 2000/31/EC (Digital Services Act) (Text with EEA
relevance) https://eur-lex.europa.eu/eli/req/2022/2065/oj/eng

9%European Commission. (n.d.). The Digital Services Act: How the Digital Services Act enhances
transparency online. Digital Strategy. https://digital-strategy.ec.europa.eu/en/policies/dsa-brings-
transparency

BBourjeily, V. (2024). Researching content moderation through platform transparency rules: The DSA as a
research tool to address pro-Palestinian content censorship. DSA Observatory. https://dsa-
observatory.eu/2024/10/28/1881/

% Article 34 of the DSA.

%Art. 35 of the DSA.

%Article 34.1.(c) of the DSA.

%Article 34.1.(b) of the DSA.

%Cetina Presuel, R. (2024). La gestion de riesgos sistémicos en la DSA: Medidas especificas contra la
desinformacion. In M. A. Moretén Toquero & R. Cetina Presuel (Eds.), El Reglamento de Servicios
Digitales de la Unién Europea (DSA): Nuevo enfoque regulatorio y garantias frente a los desérdenes
informativos (pp. 149-190). Aranzadi.

®Windwehr, S. (2025). Systemic risk reporting: A system in crisis? Electronic Frontier Foundation.
https://www.eff.org/deeplinks/2025/01/systemic-risk-reporting-system-crisis

1% Jahangir, R. (2025, February 23). Evaluating the first systemic risk and audit reports under the Digital
Services Act. Tech Policy Press. https://www.techpolicy.press/evaluating-the-first-systemic-risk-and-audit-
reports-under-the-digital-services-act/
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It will be very difficult for a platform to combat disinformation and misinformation in
languages for which it does not devote enough (or any) resources. Platforms must
devote more resources to improve content moderation efforts in different
languages by bridging the gap in terms of moderators employed in a language like
English versus the very few they employ in other languages.

Platforms should seriously invest in obtaining more data, and more understanding, on the
diversity of peoples and languages that use their systems, in improving their LLMs and
Al tools in as many languages as possible (making decisions beyond what is the most
profitable) and in culturally competent human staff than knows, understands and values
language diversity. Platforms need to build the core linguistic, technical and human
infrastructure that is necessary to combat disinformation in a minority language,
or any other efforts simply will not be enough.
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5. Conclusion and Policy Recommendations

This report underscores that disinformation and misinformation pose a persistent and
sophisticated threat for democratic stability and social cohesion that disproportionately
harms minority communities. Specifically, this report has sought to address the specific
issues and vulnerabilities in the face of disinformation that speakers of minority and
minoritized languages, and their communities, experience. Since a digital language divide
exists online, resulting in inequalities, lack of resources and marginalization of these
languages, the information vacuums that this generates, makes speakers of minority and
minoritized languages particularly vulnerable to targeted disinformation campaigns that
strategically exploit and target these communities.

Therefore, a strategic, multi-stakeholder approach is essential for a robust response.
Such a response must include the acknowledgment of the existing digital language divide
and that it needs its own, specific subset of responses to address the particular
vulnerabilities communities that speak minority or minoritized languages, especially when
correlated with Identity-Based Disinformation.

The path forward rests on the collective responds of corporate actors, policymakers,
activists, researchers and digital citizens to foster an online ecosystem that values
linguistic diversity as a strength, ensuring that the internet is a space for many voices,
rather than a structurally unequal environments that favors some groups while it inflicts
harms on others. It is necessary to foster online spaces where all language speakers are
equally protected and safe from disinformation and manipulation.

To help enable such a collective response, we propose the following policy
recommendations:

For Policymakers and Authorities:

e Address the Digital Language Divide as a structural vulnerability of online
spaces and as a critical issue that requires its own singular acknowledgment
and specific subset of responses to address particular vulnerabilities, especially
as it correlates with Identity Based Disinformation (IBD).

e Encourage Language Diversity by Default in online spaces, making sure that
digital services, online platforms such as social media and Al models are
developed in multiple languages from the start in order to promote language
equity, mitigate bias and to provide the necessary foundations for inclusive digital
spaces. This should be done involving local communities and speakers,
developing local expertise and encouraging community initiatives and innovation.

e Pass legislation and governance frameworks that foster transparency,
accountability and the commitment of resources for underserved languages in
already existing online spaces, such as social media platforms run by for profit
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companies, where disinformation and misinformation often circulate largely
unchecked. Ensure that large online platforms devote more resources to help
bridge the Digital Language Divide.

Provide Sustained Support for Independent Media and Fact-Checking for all
languages, making sure that media and fact-checking organizations in minority and
minoritized languages are treated as fundamental pillars of a healthy and
robust information ecosystem.

Ensure that OSINT and FIMI Frameworks specifically incorporate language as
a variable when tackling disinformation based on Identity, ensuring that diverse
perspectives account for specific languages and their vulnerabilities in relation to
disinformation and manipulation.

For Online Platforms:

Invest Equitably in Safety, Moderation and Language Technologies across
all the languages they serve, including minority and minoritized languages,
rather than making decisions solely based on the intended profit or market share.
Improve Content Moderation efforts to address the drastic disparity in resources
allocated to content moderation to bridge the gap in the number of human
moderators employed for majority languages versus the few, or none, available
for other languages and invest in automated moderation tools equitably.
Develop and Enhance Al and LLM tools for Diverse Languages, investing in
obtaining more data and in the understanding the diversity of peoples and
languages to use their systems, seeking to improve Large Language Models
and Al tools in as many languages as possible, ensuring that decisions are
made beyond immediate profitability considerations. It is crucial to invest to
prevent the digital gap from widening for under-represented languages.
Commit to Meaningful Transparency and Accountability by adhering to
platform regulation and fulfilling transparency obligations in meaningful ways,
including providing annual reports on moderation practices and systemic risk
assessments identifying and promoting information that can be useful for
authorities, researchers and civil society to scrutinize content moderation and
systemic risk mitigation efforts to help identify unfair or biased practices affecting
minority and minoritized languages, and areas of improvement in terms of
responding to their specific challenges, including those related to disinformation
and interference.

For Civil Society, Community Organizations and Researchers
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Ensure that Digital Language Activism serves to leverage technology from
the ground up to support and help revitalize marginalized languages on the
internet. Continue creating Community-Based Online Resources based
around grassroots initiatives including Wikipedia projects in multiple languages,
online dictionaries, language-learning apps and other tools that can help enhance
the digital presence and vitality of languages.

Support the Development of Minority Language Media Outlets working with
authorities to enhance the capacity of minority language media outlets to
produce and disseminate accurate information as they can be powerful tools
against disinformation and misinformation in underserved communities.

Help Monitor and Scrutinize Content Moderation practices using transparency
mechanisms such as the reports mandated by the DSA, to identify unfair or biased
practices and assess their impact in minority languages and communities.

Help improve Systemic Risk Assessment by ensuring that the Digital
Language Divide is taken into account, contributing work that monitors how
minority and minoritized languages emerge as risk factors in relation to
disinformation, particularly as the language divide persists.

Develop and Adapt OSINT and FIMI Frameworks to explicitly incorporate
language as a variable, working together with authorities and involving local
communities to ensure that diverse perspectives account for specific languages
and help adapt frameworks and taxonomies to national and local contexts so that
specific responses to disinformation and interference can be devised.
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